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Introduction

This guide provides instruction on managing recorded calls, calls in progress, users, extensions, and reports,
and includes step by step procedures and/or examples of how to complete functions within each application.

The End-User Interface allows an administrator to create Users of the system. Users are assigned
extensions by which they are then able to manage calls in progress and recorded calls. An administrator
is able to view and playback all calls made by any of the users they create. If applicable, the administrator

is also able to archive recorded calls and download the recorded call files of their users, via FTP.

Logging On

A user must log onto the site using a Username and Password. Passwords are auto-generated by the application
and emailed directly to you. Once you have access to the application, you have the ability to change your password
by clicking on the Password link located in the upper right hand corner . You are then able to select a password of
your choice.

1. Open an Internet session using IE or Firefox browser.

2. Enter the call recorder URL: http://crlab.telesphere.
3. Enter your User Name and Password.

4. Click Log On.







Home Tab (Dashboard)

The Home Tab or Dashboard, provides you with a real-time view of the system data including information
about the number of calls, live extensions, calls with annotations, active agents, etc. The Dashboard is
divided into five distinctive panes that give you a pictorial and data overview of your company's current call
usage: Frequent Callers, Calls by Location, Active Agents, System Statistics, and Agent Summary.

Where applicable, the panes can be viewed as data or as a graph. Additionally, the panes can be
reorganized or relocated by clicking on a pane, dragging it, and dropping it in the desired location on the
Dashboard. Each pane can also be collapsed by clicking on the arrow in upper right corner of the applicable
pane.

With the exception of System Statistics and Active Agents, you have the ability to view each pane as
either a text or graphical display. Additionally, all panes, with the exception of System Statistics, have one
field that you are able to click on and drill down into the details of that information.

Active Agents

The Active Agents pane displays the agents/extensions that are currently on calls and the number with
which they are on the call. You are able to determine the maximum number of lines to display in the pane
by clicking on the Settings link and adjusting the Maximum Lines number.

Agent Summary

The Agent Summary pane displays the maximum duration, average duration, and total number of calls by
agent/extension for the duration determined by the applied dashboard filter (for example: Last 30 Days,
Last Month, Year to Date, etc.). The Agent Summary pane can be displayed as text or as a pie chart by
clicking on the View Graph link. You can drill down into the specific recorded calls by clicking on an agent
ID under the Agent ID column. You are able to determine the maximum number of lines to display in the
pane by clicking on the Settings link and adjusting the Maximum Lines number.




Calls by Category

The Calls by Category pane displays total calls by custom category. The calls included in the totals are
determined by the dashboard filter (for example: Last 30 Days, Last Month, Year to Date, etc.). The Calls
by Category pane can be displayed as text or as a pie chart by clicking on the View Graph link. You can
drill down into the specific recorded calls by clicking on a category under the Call Category column. You
are able to determine the maximum number of lines to display in the pane by clicking on the Settings link
and adjusting the Maximum Lines number.

Calls by Location

The Calls by Location pane displays total calls by each location as determined by the NPA/NXX. The
calls included in the totals will be determined by the dashboard filter (for example: Last 30 Days, Last
Month, Year to Date, etc.). The Calls by Location pane can be displayed as text or as a pie chart by
clicking on the View Graph link. You can drill down into the specific recorded calls by clicking on a
location under the Location column. You are able to determine the maximum number of lines to display in
the pane by clicking on the Settings link and adjusting the Maximum Lines number.

Frequent Callers

The Frequent Callers pane displays the total number of calls by calling number for the most frequently
called numbers. The number of frequent callers displayed in the pane will be determined by the
dashboard filter (for example: Last 30 Days, Last Month, Year to Date, etc.). The Frequent Callers pane
can be displayed as text or as a bar chart by clicking on the View Graph link. You can drill down into the
specific recorded calls by clicking on a number under the Frequent Number column. You are able to
determine the maximum number of lines to display in the pane by clicking on the Settings link and
adjusting the Maximum Lines number.

System Statistics

The Systems Statistics pane displays a quick summary of statistic totals for the application such as calls
with comments, calls with annotations, calls marked for deletion. Additionally, the amount of available
storage is also displayed in this pane and will alert you when your storage space is about the run out. You
are able to identify when the system should alert you by clicking on the Settings link and entering values
for Storage Space Warning Level and Storage Space Critical Level. Both values are calculated in
gigabits.




When logged in, the Recorded Calls screen displays all completed recorded calls for all Users that have
been created by you. In order to better manage this screen, all column headers, can be sorted by clicking

on the applicable column header. Click once to sort the column in ascending order and click one more time
to sort the column in descending order. The following information is displayed on the Recorded Calls screen:

* Number — the extension or description associated with the call
» Day - the day of the week the call took place

» Date — the actual date the call took place

* Time — the time the call originated

*  From Number — the originating number

» Originating Party — displays the name or number of the person that originated the call, if caller ID
is available

e To Number — the terminating number

* Terminating Party — displays the name or number of the person of the To Number, if caller ID is
available

» Duration — the length of the call
* Recording — identifies whether or not there is a recording associated with the call
* Annotate — comments and markers on calls to indicate where in the call an incident occurred

* CRM - allows the user to upload recorded calls to an interfaced CRM systems such as Sugar,
NetSuite, and Salesforce.com

* E-mail — allows the user to e-mail a recorded call
» Comments — any comments associated with the call

» Category — allows the user to categorize calls into areas unique to their business (for example:
geographic region or customer satisfaction)

* MD5 - identifies whether or not the call has been encrypted via MD5 fingerprinting, thus ensuring
that the call has not be tampered with and satisfying regulatory requirements

» Archive - allows you to view the file path of a particular recorded call

When extensions are assigned to Users, the default setting is to record and retain all calls that are made
from or to those extensions. This setting can be changed to not retain recording by click on the Extensions

tab and selecting Do Not Retain Recording next the appropriate number. If the default setting has been
preserved for an extension and calls are being recorded and retained, a (Recordings button) will appear
under the Recording column indicating there is a recorded call file for that particular call. To listen, click on the
Recordings button and your default media player will open and begin playing the recorded call file (MP3 file).

Please be aware that the way in which media players load and play the recorded call files will vary.

Note: When an extension has been assigned a User, all rec  orded calls will be displayed.

Annotations allow you to add comments and markers to specific parts of calls to indicate where in the call
an incident might have occurred. For example: a contact center manager can find an incident in a call and
to mark it for future review with a comment. A (Annotate button) indicates there are currently not any




annotations associated with the corresponding recorded call file. However, a  (Annotate button)
indicates that there are currently annotations associated with the recorded call file. To add an annotation,
click on the Annotate button. Select the Play button to begin playing the recorded call. Select Pause when
you come to the point in the call that you wish to add an annotation. Enter a subject and any application
notes to better identify the annotation and click Add Note. You can also attach external documents to an
annotation by clicking Upload Document. You must repeat each step for each annotation you wish to add
to the call.

You also have the option to upload recorded calls from the Recorded Calls tab to a CRM application. This
functionality allows you to connect the recording system with CRM applications such as Sugar or
Salesforce.com to upload recorded call files to specific contacts in the CRM application.

Note: You can only have one active connection to a CRM application at a time. If you want to log into
another CRM application, click CRM Client Settings, select the CRM application, and enter the
credentials.

To upload a recorded call to a CRM, selectthe  (CRM button) that corresponds to the call that you
want to upload. Select the CRM application from the drop down list and enter or select the URL,
username, and password to that CRM application. Click Test Connection. A message is displayed
notifying you if the connection was successful or failed. If the connection was successful, click Save.

Note: The number of the recorded call must be a number that belongs to at least one contact in the CRM
application in order to perform the upload.

Select the contact to which the recorded call is being uploaded, enter a subject and a note about the
recorded call file and click Upload Recording.

Additionally, situations will occur where you need to send a specific recorded call to a person that may not
have access to the application or just for emphasis. In these instances, you have the ability to e-mail the
recorded call to that recipient. To send a recorded call file via e-mail, select the (E-mail button) that
corresponds to the call that you want to send. A new e-mail page will open with the recorded call link
displayed in the text area. Select your recipients and send the e-mail.

Note: There will not be an e-mail option for any calls that have been deleted. You will still see the call
detail but there will not be a recording associated with it.

From the Recorded Calls screen you can also add comments to each of the recorded call files. An (Add
Comment button) indicates there are currently no comments associated with the corresponding recorded

call file. A button indicates there are currently comments associated with the corresponding recorded
call file. To add comments to a recorded call file, click on the Add Comment button and enter the
applicable text in the text field. Click Submit to save your changes. This is the point at which the Add

Comment button changes to the button.

The ability to create categories for calls is beneficial to agents and managers because it allows them to
categorize calls into areas unique to their business (for example: geographic region or customer
satisfaction). You are then able to filter calls or run reports based upon these call categories. Click on the
Category link and select the specific category from the drop down list.

MDS5 is essentially a marker to identify whether or not the call has been encrypted via MD5 fingerprinting.
If you hover your mouse pointer over a specific instance, the MD5 hash value will appear as a tool tip.

Clicking on specific (Archive) button will display a list of ISO images that contain specific call
recordings. The ISO image will identify the user that archived the call, the date and time, and the file path
to where it was archived.
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Number, Date, Time, or Category (or a combination of all four) filters located below the Recorded Calls,
Recycle Bin, Calls in Progress, and Reports navigation tabs can be applied to the screen to assist in
searching and displaying only the information pertinent to your current needs. Select the filter you wish to
apply by clicking on Advanced Search and then selecting the Number, Date, Time, or Category tab(s).
Enter or select the applicable information for each filter and click Apply Change. To return to the default
information, click the Reset link and click on Hide to close the Advanced Search window.

Note: You do not have the option to filter by category under the Reports tab.

PCI compliance allows you to disable the call recorder briefly. This functionality is useful in
situations where a customer wants to give their credit card number to you over the phone. At the
time they begin to read their credit card number, you can enter a series of numbers on your
touch pad to temporarily disable the recorder. Once they are done giving their credit card
number you will re-enable the call recorder by entering the same numbers.
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Applying a filter

1. Click on the Advanced Search toolbar
to expand it.

2. Select the Number tab

O,
D

3. Enter any number that appears under the From Number column of the list of Recorded Calls.

4. Click Apply Changes to apply the filter to the list of recorded calls and narrow down your search results

5. Click Reset All to remove the filter from the list of Recorded Calls.

6. Click in the option box of one of the extensions listed to the right of the criteria fields to select it
by adding a checkmark.

7. Click Apply Changes to apply the filter to the list of Recorded Calls and narrow down your search
results.

8. Click Reset All to remove the filter from the list of Recorded Calls.
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9. Select the By Date/Time tab.

D

10. Select Yesterday from the drop down list.

11. Click Apply Changes to apply the filter to the list of Recorded Calls and narrow down your search results.
12. Enter a Start and End Time.

13. Click Apply Changes to apply the filter to the list of Recorded Calls and narrow down your search results.
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Managing the Recorded Calls tab columns

1. Click the Recorded Calls tab, then the Select Columns link on the right side of the page.

O

2. Select the columns of information you want displayed, then click Update . The appropriate columns of
of information will be displayed.
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Playing a recorded call

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

Note: This example is shown using
QuickTime Player.

2. Select a call and click on the

(Recording button) that corresponds to that call. Your default media player will open and begin playing
The recorded call.

Note: The way in which media players
load and play the recorded call files will
vary. For instance, QuickTime Player
and Windows Media” Player will
immediately launch the recorded call file
(see Appendix A for a list of supported
features by media player). However,
iTunes® will load the recorded call file in
the library and you will have to click play
to begin listening to the file.
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3. Close out of Windows Media Manager
to return to the Recorded Calls screen.
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Adding an annotation to a recorded call

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select a call and click on the
(Annotate button) that corresponds to
that call.

3. Select the Play button to begin playing
the recorded call.
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4. Select Pause when you come to the
point in the call that you wish to
annotate.

5. Enter the appropriate information.

6. Click the Add Marker button, then the Play
button to begin playing the recorded call.
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8. Select Pause when you come to the
point in the call that you wish to
annotate.

9. Click the Browse button and select a
document.
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10. Click the Upload Document button.

11. Click the  (Delete Marker) button that
corresponds to the uploaded document.

12. Click OK.
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13. Click the  (Seek) button to jump to the
annotated spot in the call.

14. Click the Download Annotation link.

15. Select Open.

28



16. Click the in the right corner of the
AnnotatedCall.zip dialog box.

17. Click the Close link at the bottom of the
Annotation dialog box.
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Uploading a recorded call to a CRM

Note: If your company does not interface with a CRM application, this use case will not apply.

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Selectacall andclick onthe (CRM)
button that corresponds to that call.

3. Select a CRM application from the drop
down list.

Note: You can only have one active
connection to a CRM application at a
time. If you want to log into another CRM
application, click CRM Client Settings,
select the CRM application, and enter
the credentials.
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4. Enter or select the following information:

e URL —the URL where the CRM
application is located

* User Name — your user name used
to access the CRM application

e Password — your password used to
access the CRM application

Note: Once you have performed steps 3
& 4 the first time, you will not be asked to
enter the information again.

5. Click Test Connection .

6. Click Save to save your credentials.
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7. |If applicable, select the specific
contact(s) in which to upload the
recorded call.

8. Enter the appropriate information:

9. Select the Upload to CRM link.

10. Select the Close link to close the CRM
dialog box.
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E-mailing a recorded call

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select a call and click on the (E-Mail)
button that corresponds to that call.

3. Enter the e-mail address(es) of the
person(s) you to which you wish to send
the recorded call

4. Click Send.

33



Adding comments to a recorded  call

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select a call and click on the (Add
Comment) button that corresponds to
that call.

3. Enter the appropriate information:

Note: Comment text cannot be greater
than 1024 characters.

4. Click Save.

34



5. Select the Close link to close the
Comments dialog box. Naotice that the
Add Comment button has changed to a

button indicating that there is a
comment associated with this call.

6. Position your mouse pointer over the
button. Notice that part of the comment is
displayed as a tooltip.

7. Click on the button.

35



8. Review the comment and make any
changes needed.

9. Click Save to save your changes.

10. Select the Close link to close the
Comments dialog box.

11. Click on the button.

36



12. Delete the comment from the Comment
field by selecting it and clicking the
Delete button on your keyboard.

13. Click Save to save your changes.

14. Select the Close link to close the

Comments dialog box. Naotice that the
button has changed back to the Add
Comment button.

37




Categorizing a recorded call

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select the Category link that
corresponds to the call for which you
wish to categorize.

3. Select a category from the drop down
list.
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4. Select another call and apply the same
category.

5. Select two or three recorded call option
boxes (located to the left the recorded
calls).

6. Select the category you wish to apply
from the drop down list found at the top
or bottom of the Recorded Calls page.

39



7. Select the Apply Category link.

8. Select the Manage Categories link.

9. Enter the appropriate information.

40



10. Select the drop down arrow to the right of
the Category Name field and select the
color red.

11. Select the Add link.

12. Select the Close link to close the
Manage Categories dialog box.
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13. Select the Category link that
corresponds to a call that is not already
categorized.

14. Select the Customer Service category
that we just added. Notice that the color
red now corresponds to the Customer
Service category.

42



Deleting a recorded call

Note: The call record and the recording will appear on both the Recorded Calls and Recycle Bin tabs.

The call record and recording will not be deleted until they are deleted from the Recycle Bin. A copy of the

call record remains in the Recorded Calls tab but cannot be seen unless you have the Show Calls
Without Recordings filter turned on.

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select the recorded call(s) you wish to
delete by clicking in the corresponding
option box to the left of the Number
column.
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Select the Delete link at the top or
bottom of the Recorded Calls page.

Notice thata  (Calls in Recycle Bin)
icon appears next to the deleted calls
indicating that the calls are now in the
Recycle Bin.
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Downloading a recorded call

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select the recorded calls you wish to
download by clicking in the
corresponding option box to the left of
the Number column.

3. Select the Download link at the top or
bottom of the Recorded Calls page.
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4. Select Open.

5. Clickthe inthe right corner of the
RecordedCalls.zip dialog box.

6. Click in the option box that is located to
the left of the Number column, in the
header to select all recorded calls.
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7. Select the Download link at the top or
bottom of the Recorded Calls page.

8. Select Open.

9. Clickthe inthe right corner of the
RecordedCalls.zip dialog box.
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Exporting a recorded call

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select the recorded calls you wish to
export by clicking in the corresponding
option box to the left of the Number
column.

3. Select the Export link at the top or
bottom of the Recorded Calls page.
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4. Select Open.

5. Clickthe inthe right corner of the
RecordedCalls.csv window.

6. Select the Export All link at the top or
bottom of the Recorded Calls page.
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7. Select Open.

8. Clickthe inthe right corner of the
RecordedCalls.csv dialog box.
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Viewing an archived recorded call

Note: Archived calls cannot be viewed from the end user application. You are simply viewing the location

or path to which the calls were archived.

1. Click the Recorded Calls tab to ensure
that you are looking at the list of
recorded calls.

2. Select the recorded call you wish to view
archiving for and click on the

corresponding (Archive) button.

The ISO Images dialog box opens and
displays the Username, Date/Time
stamp, and the location of the archived
call.
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3. Select the Close link.
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Recycle Bin

The Recycle Bin is intended to be a sort of "checks and balance" system when deleting recorded call
files. When you delete a recorded call file, it is placed into the Recycle Bin. The recorded call files in the
Recycle Bin will remain there until you permanently delete them from the application. If you accidentally
deleted a recorded call file and it is still in the Recycle Bin you have to option to restore it to the Recorded
Calls tab. You also have the option to download any or all of the calls in the Recycle Bin in order to store
them for later use.

There will be times that you accidentally delete a recorded call file, or have deleted a recorded call file
that actually must remain in the Recorded Calls tab. In these instances, you are able to recover a
particular call or calls to the Recorded Calls tab as long as they have not been deleted from the Recycle
Bin. To recover calls, select the specific call(s) you wish to recover by clicking in the corresponding option
box to the left of the Number column. Select the Recover Selected Calls link at the top or bottom of the
Recycle Bin page to restore the calls to the Recorded Calls tab.

You do have the ability to download batches or multiple recorded calls as a zipped file from the Recycle
Bin tab. This is useful in instances where you need to send a batch of recorded calls to another person or
want to save them for future reference.

To download a recorded call select the specific recorded calls by clicking in the corresponding option box
to the left of the Number column. If you want to download all recorded calls, click in the upper most option
box on the first page of the recorded calls. Select the Download link at the top or bottom of the Recycle
Bin page and respond accordingly to the prompts.

When it comes to deleting files permanently from the Recycle Bin, you have two options: delete selected
files or empty the Recycle Bin in its entirety.

Note: While the recorded call file (or recording) is deleted from the system, a copy of the actual call detalil
record remains in the Recorded Calls tab but cannot be seen unless you have the Show Calls Without
Recordings filter turned on.

To delete specific calls from the Recycle Bin, select the call(s) by clicking in the corresponding option box
to the left of the Number column. Select the Delete Selected link at the top or bottom of the Recycle Bin
page. The system displays a warning message asking if you would like to permanently delete the
selected recording(s). This is your last warning before the recording is permanently deleted, therefore,
respond accordingly.

Since all calls with a recording count against your allocated storage limit, it is good practice to empty your
Recycle Bin from time-to-time. Before doing so, it would be reasonable to verify that all calls in the
Recycle Bin can be permanently deleted. Once they have been deleted from the Recycle Bin, they can no
longer be recovered.

To empty the recycle bin in its entirety, select the Empty Recycle Bin link at the top or bottom of the
Recycle Bin page. The system displays a warning message asking if you would like to permanently delete
the recordings. This is your last warning so please respond accordingly.
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Recovering recorded calls

1. Click the Recycle Bin tab to ensure that
you are looking at the list of recorded
calls.

2. Select the recorded calls you wish to
recover by clicking in the corresponding
option box to the left of the Number
column.

3. Select the Recover Selected Calls link
at the top or bottom of the Recorded
Calls page.
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4. Click the Recorded Calls tab.

5. Select the recovered recorded calls you
by clicking in the corresponding option
box to the left of the Number column.

6. Select the Delete link at the top or
bottom of the Recorded Calls page.

Notice thata  (Calls in Recycle Bin)
icon appears next to the deleted calls
indicating that the calls are now in the
Recycle Bin.
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Downloading a recorded call

1. Click the Recycle Bin tab to ensure that
you are looking at the list of recorded

calls.

2. Select the recorded calls you wish to
download by clicking in the
corresponding option box to the left of
the Number column.

3. Select the Download link at the top or
bottom of the Recycle Bin page.
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4. Select Open.

5. Clickthe inthe right corner of the
RecordedCalls.zip dialog box.

6. Click in the option box that is located to
the left of the Number column, in the
header to select all recorded calls.
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7. Select the Download link at the top or
bottom of the Recorded Calls page.

8. Select Open.

9. Clickthe inthe right corner of the
RecordedCalls.zip dialog box.
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Deleting recorded calls — permanently

1. Click the Recycle Bin tab to ensure that
you are looking at the list of recorded
calls.

2. Select the recorded call(s) you wish to
delete by clicking in the corresponding
option box to the left of the Number
column.

3. Select the Delete Selected link at the
top or bottom of the Recycle Bin page.
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4. Click OK.

5. Select the Empty Recycle Bin link at the
top or bottom of the Recycle Bin page.

6. Click OK.
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Calls in Progress

The Calls in Progress screen displays all calls that are currently taking place. From the Calls in Progress
screen you can monitor a call in progress allowing you to listen in on a call without the other call
participants hearing you. You are also able to save a recording “on the fly” from this screen if a particular
extension has been set as Do Not Record by the Tenant Administrator. And as with the Recorded Calls
tab, you can add notes or categorize calls in progress. In order to better manage this screen, all column
headers can be sorted by clicking on the applicable column header. Click once to sort the column in
ascending order and click one more time to sort the column in descending order. The following
information is displayed on the Calls in Progress screen:

* Number — the extension or description associated to the call
» Day - the day of the week that the call originated

* Date — the date the call originated

* Time — the time the call originated

*  From Number — the originating number

* Originating Party — displays the name or number of the person that originated the call, if caller ID
is available

*  To Number — the terminating number

* Terminating Party — displays the name or number of the person of the To Number, if caller ID is
available

*  Monitor — provides a monitoring button that corresponds the that particular call in progress

» Save Recording — identifies whether or not the call is to be saved as a recorded call when it is
complete

¢ Comments — allows the user to add comments to associate with the call

» Categorize — allows the user to categorize calls into areas unigue to their business (for example:
geographic region or customer satisfaction)

Monitoring a call is easy and can occur at any point in the call. Examples of why monitoring might be
used are: training, behavior issues, or legal reasons. The best part of monitoring is that the participants

are never aware that you are on the line. To monitor a call, select the that corresponds to the call and
enter the work number from which you will monitor the call. Click Monitor and the application will call the

number or extension that you entered and place you into the call. When you are done monitoring, simply
hang up.

Note: You must enter a valid number and cannot enter the To or From numbers. Additionally, the number
that you enter must be registered to your server. The application will attempt to call the number but if it is
not valid, it will essentially time out.

By default, all calls to and from an extension are recorded and saved. However, the Tenant Administrator
has the option to override this default in the Extension Information screen by applying the Do Not Record
feature. If you look at the Calls in Progress screen, you can identify which calls are recorded and saved
on a regular basis and which ones aren’t. For the calls that aren’t set up to be saved, you can, on a one-
time-basis, save them on the fly by clicking in the Save Recording option box while the call is in progress.

From the Calls in Progress screen you can also add comments to each of the calls. A (Add Comment
button) indicates there are currently no comments associated with the corresponding calls in progress call

file. A button indicates there are currently comments associated with the corresponding call file. To
add comments to a call file, click on the Add Comment button and enter the applicable text in the text
field. Click Submit to save your changes. This is the point at which the Add Comment button changes to

the button.
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The ability to create categories for calls is beneficial to agents and managers because it allows them to
categorize calls into areas unique to their business (for example: geographic region or customer
satisfaction). You are then able to filter calls or run reports based upon these call categories. Click on the
Category link and select the specific category from the drop down list.

Number, Date, or Time (or a combination of all three) filters located in the left hand navigation pane can
be applied to the screen to assist in searching and displaying only the information pertinent to your
current needs. Select the filter you wish to apply by clicking on the Number, Date, or Time link(s) under
the Advanced Search heading. Enter or select the applicable information for each filter and click Apply
Filter. To return to the default information on the Calls in Progress screen, click the Reset link.
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Monitoring a call

Note: Depending on your service providers’ implementation, monitoring will appear 1 of 2 ways. Both
examples have been demonstrated below.

1. Click the Calls in Progress tab to
ensure that you are looking at the list of
calls in progress.

2. Select a call and click on the (Monitor
Live Conversation button) that
corresponds to that call.
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3. Click Open.
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1. Click the Calls in Progress tab to
ensure that you are looking at the list of
calls in progress.

2. Select a call and click on the (Monitor
Live Conversation button) that
corresponds to that call.

3. Enter your desk or mobile number.
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Click Monitor .

The application will call your desk or
mobile phone to begin monitoring the
call.
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Recording a call in progress

1. Click the Calls in Progress button to
ensure that you are looking at the list of
calls in progress.

2. Click in the option box of a call that does
not have Save Recording selected (a
checkmark in the option box).

Note: Clicking in the Save Recording
option box will only record this call. It will
not record all calls going forward for this
extension.
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Adding comments to a call in progress

1. Click the Calls in Progress tab to
ensure that you are looking at the list of
calls in progress.

2. Select a call and click on the (Add
Comment) button that corresponds to
that call.

3. Enter the appropriate information:

Note: Comment text cannot be greater
than 1024 characters.
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4. Click Save.

5. Select the Close link to close the
Comments dialog box. Notice that the
Add Comment button has changed to a

button indicating that there is a
comment associated with this call.

6. Position your mouse pointer over the
button. Notice that part of the comment is
displayed as a tooltip.
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7. Click on the button.

8. Review the comment, select it, and enter
any additional information.

9. Click Save to save your changes.

10. Select the Close link to close the
Comments dialog box.
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11. Click on the button.

12. Delete the comment from the Comment
field by selecting it and clicking the
Delete button on your keyboard.

13. Click Save to save your changes.

14. Select the Close link to close the

Comments dialog box. Naotice that the
button has changed back to the Add
Comment button.
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Categorizing a call in progress

1. Click the Calls in Progress tab to
ensure that you are looking at the list of
calls in progress.

2. Select the Category link that
corresponds to the call for which you
wish to categorize.

3. Select a category from the drop down
list.
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Reports

There are five reports included in the application that assist the user with administration activities. The
reports identify information that can be found on the dashboard, or Home tab, but in more detail. Reports
can be viewed as text or in a graphical format. You also have the ability to export reports and save them
to your own PC. Additionally, you can filter on information in the reports such as number, date, and time.
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Agent Activity

The Agent Activity report displays the last 30 days of activity for each agent in the application. The Agent
Activity report can be displayed as text or as a pie chart by clicking on the Chart button found on the
report toolbar. The report displays the extension/number, description, total number of call, average
duration, minimum duration, and maximum duration by agent.
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Calling Locations

The Calling Locations report displays total calls by each location as determined by the NPA/NXX, for the
last 30 days. The Calling Locations report can be displayed as text or as a pie chart by clicking on the
Chart button found on the report toolbar. The report displays the phone number, location, and total
number of calls made to that location.
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Calls by Category

The Calls by Category report displays total calls by custom category for the last 30 days. The Calls by
Category report can be displayed as text or as a pie chart by clicking on the Chart button found on the
report toolbar. The report displays total number of calls, average duration, minimum duration, and
maximum duration by category.
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Frequent Callers

The Frequent Callers report displays the total number of calls by calling number for the most frequently
called numbers for the last 30 days. The Frequent Callers pane can be displayed as text or as a bar chart
by clicking on the Chart button found on the report toolbar. The report displays the inbound/outbound
number, the name associated with the number (caller ID), the total number of calls, average duration,
minimum duration, and maximum duration. The report is sorted in order of the most frequently called or
dialed number.

77



User Details

The User Details report identifies information about each user of the application. The User Details report
is text format only. The report displays the username, e-mail address, the date the user was created, the
date the user last logged on to the application, the date the user's password was last changed, the total
number of extensions assigned to the user, total number of annotations and categories created by the
user, and whether or not the user has permission to upload recorded calls to a CRM application.
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Filtering a report

1. Click on the Frequent Callers tab.

2. Click on the Filter toolbar to expand it.

3. Ifitisn’t already selected, select the By
Number tab.
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4. Enter the following information:

From Number — enter a number
that appears under the From
Number column of the list of
Recorded Calls.

5. Click Apply Changes to apply the filter
to the report.

6. Click Reset All to remove the filter from
the report.
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7. Select the By Date filter tab.

8. Select an option from the drop down
list.

9. Click Apply Changes to apply the filter
to the report.
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10. Click Reset All to remove the filter from
the list of Recorded Calls.

11. Select the By Time filter tab.

12. Click on the box to the right of the
From/To field and select the appropriate
Information.
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13. Click Apply Changes to apply the filter
to the report.

14. Click Reset All to remove the filter from
the list of Recorded Calls.
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Exporting reports

1. Click on the Frequent Callers tab.

2. Click the Export button.

3. Select Open.
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4. Clickthe in the right corner of the
Report.csv window.
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Alerts

Do you wish that you could be alerted to any emergency, long duration, international, etc., calls made
from within your organization? You can create Alerts based on specific call conditions. When those
conditions are met, you will be notified with the pertinent details so that you can address any issues or
make any necessary changes to current policies or procedures. Additionally, a history of the alerts that
have executed is available from the Alerts tab. You can also view any recent alerts by clicking on the
Recent Alerts link on the top right side of the end-user application window.

Note: Alerts will be temporarily disabled if they begin to cause excessive logging/e-mailing resulting in
possible network congestion. In such cases, an e-mail will be sent to the owner of the alert. Excessive
logging/e-mailing is defined as greater than 1000 alerts per second.

To create an alert click New (if applicable). Enter a name and brief description for the alert. Alert name
can be a maximum of 50 characters. Select the following: Event Type, whether or not the alert is
enabled/active, and when the alert should run. Your input options will vary depending on your selection.

» Alert on any day - the alert will run every day that remains active.

* Days of Week - the options Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, and
Sunday will appear. Select the specific days the alert should run. The alert will run on the
selected day(s) as long as it remains active.

» Date - Enter a specific call date. The alert will only run on this call date.

» Date Range - Enter a start and end date. The alert will only run during this date range.

Note: You can select multiple criteria such as Days of the Week and a Date Range.

Enter or select the following:

» Start Time - if applicable, select the start time the Alert should begin running on the selected
day(s).

» End Time - if applicable, select the end time that the Alert should stop running on the selected
day(s).

» Time Zone - select a time zone that you wish to apply to the alert.

Note: Applying an Alert with a selected time zone overrides the default time zone applied from the
any other tab.

» Call Duration - Call Duration only applies to the Call Terminated event type. It defines the duration
of a call on which to alert.

» Originating Caller ID - defines the originating caller ID or partial originating caller ID on which to
alert.

* Terminating Caller ID - defines the terminating caller ID or partial terminating caller ID on which to
alert.

» Originating Digits - defines the originating number or partial originating number on which to alert.
» Dialed Digits - defines the dialed number or partial dialed number on which to alert.

* Location - defines the location or partial location on which to report.

Note: The Originating Caller ID, Terminating Caller ID, Originating Digits, Dialed Digits, and Location
fields must be at least 3 characters long.

Select whether or not you want to be notified by e-mail when an alert occurs by clicking in the Email
option box. If you selected to be notified by e-mail, enter the To and From e-mail addresses. Click Save to
add the alert to the list of Alerts.
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The Alerts dialog box displays a list of alerts that have occurred under the Alerts History section. You
have the ability to clear the Alert History by selecting the alert(s) and clicking the Clear Selected link. You
can also view a list of recent alerts by clicking on the Recent Alerts link located at the top of the
application page.
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Creating an alert
1. Click the Alerts tab.

2. Enter the following information:
« Name — Emergency Calls

« Description — This alert is for
emergency calls.

3. Select the following:

* Event Type - Call Initiated
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4. |Ifitisn’'t already selected, click in the
Enabled option box.

5. Ifitisn’t already selected, click in the
Alert on any da .

6. Enter or select the appropriate information:
e Start Time
« End Time

* Time Zone

* Originating Digits
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7. Select Email by clicking in the option
box.

8. Select Save.
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Editing an alert
1. Click the Alerts tab.

2. Select the Edit link.

3. Enter the appropriate information:

Subject
From Name
To Name

To Email
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4. Select Save.
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Enabling and disabling an alert

The obvious reason that an alert may be inactive is that it is no longer being used. Another less obvious
reason, an alert is temporarily inactivated by an administrator because it was causing too many emails to
be sent out, potentially causing congestion on the email server. Since alerts can be reused, they should
not always be deleted.

Note: If an alert was temporarily inactivated because too many emails were being generated, the alert
should be edited before it is reactivated.

1. Click the Alerts tab.

2. Click in the Active option box that
corresponds to the Emergency Calls
alert.
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3. Select Apply .

4. Select Edit.

5. Click in the Enabled option box.
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6. Select Save.
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Deleting an alert
1. Click the Alerts tab.

2. Select Delete.

3. Select OK.
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Recent alerts

You can view up to 20 of the most recent alerts by clicking on the Recent Alerts link on the top right side
of the end-user application window. The default view is to show 15 recent alerts, however, you can
change the default by clicking on the Results Per Page drop down and selecting from the available
options. While you have this dialog box open, you will be notified of any new alerts. New alerts will first
appear at the bottom of the dialog box and if you are using IE you will also hear a chime.

1. Select the Recent Alerts link.

2. Select Close.
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Users

In order to view recordings, Users must first be added and have specific extensions assigned to them.
Only the Tenant Administrator has the ability to add new Users to the application. When a new User is
added, the system will automatically email them a password. User’s have the ability to change their
passwords at anytime. However, in the event that they forget their password, they can come to the
Tenant Administrator at which time their password can be reset from the User Profile Information screen.

To add a new User, click on the Users button. Click on the Add New User link at the bottom of the User
Maintenance screen. Enter the applicable Profile Information. Select the Extensions that you wish to
assign to this User by clicking in the corresponding option boxes. Click Add User to save your changes.

Additionally, the User Profile Information screen is where you would reset a User’s password from in the
event they forgot it. To reset their password, click on the specific User for which you wish to reset a
password. From the User Profile Information screen, click the Reset Password link. The application will
email the new password to the User.

Using the Restricting User Access to Certain IP Addresses functionality restricts all users to only the IP
addresses that you enter into the dialog box. This helps to ensure that users are not accessing IP
addresses that they should not or would not normally have access to. Keep in mind that restricting user
access to a certain IP address affects all users.
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Adding a new user
1. Click the Users tab.

2. Select the Add N ew User link from the
bottom of the User Maintenance page.

3. Enter the following information about the
new User:
* LoginID

* Email Address

e Contact Name
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4. Select at least one extension to
associate with the User by clicking in the
corresponding option box.

5. Click Add User .
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Editing/updating a user
1. Click the Users tab.

2. Select the User that you just created and
click Login ID .

3. Update any information about
the new User:

Note: Clicking in the Tenant Admin
option box will give the user access to all
extensions assigned in the application.
Please be careful when selecting Tenant
Admins.
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4. Select one additional extension to
associate with the User by clicking in the
corresponding option box.

5. Click Update User.
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Resetting a user’s password
1. Click the Users tab.

2. Select the User that you created earlier
and click Login ID .

3. Select Reset Password.
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4. Click OK.
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Restricting user access to certain IP addresses
1. Click the Users tab.

2. Select the Restrict User Access to
Certain IP Addresses link.

3. Enter the IP address to which the users
are restricted.
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4. Click Add Address .

5. Select the Close link to close the Restrict
User Access to Certain IP Addresses
dialog box.

6. Select the Restrict User Access to
Certain IP Addresses link.
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7. Selectthe  (Remove) button to
remove the restriction.

8. Select the Close link to close the Restrict
User Access to Certain |IP Addresses
dialog box.
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Deleting a User
1. Click the Users tab.

2. Select the User that you created earlier
and click Login ID .

3. Select Delete User .
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4. Click OK to the confirmation message.
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Extensions

Extensions are assigned by the Wholesaler, Service Provider, or VAR in the Administrative Interface
when the Tenant Administrator is created. It is then the Tenant Administrator’s responsibility to identify
the recording criteria for each extension and then assign the extensions to Users via the End-User

Interface.

Recording criteria includes the following:

Criteria Definition
Number Identifies the extension. This information is
automatically entered by the application.
Description If applicable, provides a description this for

extension. For instance who it belongs to or where it
is located.

Do Not Retain Recording

Identifies whether or not recordings from this
extension will be retained each time a call occurs.
The recordings will be retained each time a call
occurs if a checkmark appears in the option box.
The recordings will not be retained each time a call
occurs if a checkmark does not appear in the option
box.

Only Record Calls From

Identifies a specific extension or extensions from
which calls should be recorded. For example: Every
time the incoming number identified in this field calls
my extension, the system should record the calls.
The wildcard % can be used in place of a number. A
__is identified as a single character substitution. The
, and ; can be used as delimitated values if you
would like to apply two or more rules.

Only Record Calls To

Identifies a specific extension or extensions to which
calls should be recorded. For example: Every time
the outgoing number identified in this field is called
from my extension, the system should record the
calls. The wildcard % can be used in place of a
number. A _is identified as a single character
substitution. The , and ; can be used as delimitated
values if you would like to apply two or more rules.

Only Record Calls From Caller ID

Identifies a specific person, people, or place (the
actual text part or ID) from which calls should be
recorded. For example: Every time the name or ID
identified in this field calls my extension, the system
should record the calls. The wildcard % can be used
in place of a number. A _is identified as a single
character substitution. The , and ; can be used as
delimitated values if you would like to apply two or
more rules.
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Criteria

Definition

Only Record Calls To Caller ID

Identifies a specific person, people, or place (the
actual text part or ID) to which calls should be
recorded. For example: Every time the outgoing
name or ID identified in this field is called from my
extension, the system should record the calls. The
wildcard % can be used in place of a number. A _is
identified as a single character substitution. The ,
and ; can be used as delimitated values if you would
like to apply two or more rules.

Percent of calls to record

Inbound Percent of inbound calls to record for this extension.
Range values are 0-100%. The default is 100%.
Outbound Percent of outbound calls to record for this

extension. Range values are 0-100%. The default is
100%.

Record Start Time

It may only be necessary to record for a certain time
range during the day. In this case, you can
designate a specific time of day to begin recording
calls.

Record Stop Time

Designates a specific time of day to stop recording
in the event you have designated a record start
time.

Time Zone

Identifies the time zone in which the calls will be
recorded.

Days of week to record

Identifies specific days of the week on which to
record calls for a particular extension. Days of the
week include Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, and Saturday.

Until alternative recording criteria is selected, all calls are recorded by default. To update an Extension’s
recording criteria, click on the Extensions button and select the specific extension that you wish to update.
Make any applicable updates to the recording criteria on the Extension Information screen and select

Update Extension to save your changes.
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Updating an Extension

1. Click the Extensions tab.

2. Click on the number for which you wish
to update the recording criteria.

3. Enter or select the appropriate information:

Record Start Time
Record End Time

Time Zone

Note: The record start time, record
stop time, and time zone that you
apply to the extension from the
Extension Property page affects the
calls that will be recorded. This
overrides the default time zone set
from the page header.
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4. Click Update Extension .
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Adding a description to an extension

1. Click the Extensions tab.

2. Click on the number for which you wish
to add a description.

3. Enter the appropriate information:

« Description
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Click Update Extension . The description
will appear on the Calls in Progress and
Recorded Calls screens under the
Number column.

116




Excluding an extension from being recorded
1. Click the Extensions tab.

2. Click on the number for which you wish
to exclude an extension from being
recorded.

3. Select Do Not Retain Recording by
clicking in the option box.
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Click Update Extension . A checkmark
will appear in the Do Not Record option
box on the Extensions screen.

Note: A checkmark will not appear in the
Save Recordings option box on the Calls
in Progress screen when Do Not Record
is selected for an extension.
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Changing Your Password

Tenant Administrators are created in the Administrative Interface by the Wholesaler, Service Provider, or
VAR. The Wholesaler, Service Provider, or VAR assigns the Tenant Administrator a User name during
the creation process. The password, however, is auto-generated by the application and will be emailed to
you once the new account is saved. Passwords are auto-generated because Wholesalers, Service
Providers, and VARs are not allowed to know the passwords of Tenant Administrators.

Once you have access to the End-User Interface, you have the ability to change your password using the
Change Password link. At this point you are able to select a password that is more meaningful to you.

Note: To complete this use case, you must have a Tenant Administrator or User account created with the
email address assigned to you.

Changing your password

1. Click the Change Pas sword link.

2. Enter the following information:

e Old Password — enter your old
password

e Password — enter your ne w
password

» Confirm — enter your new
password again

Note: Passwords are case sensitive.
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3. Click Submit to save your new
password.

4. Click OK to accept the confirmation
message.
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Search

The Search feature allows you to search any part of the call record (Number, Duration, Time, Comments,
etc.) on the Recorded Calls screen in order to find a specific call record. For example: if there are 10
pages of recorded call files on the Recorded Calls screen and | need to find a specific call record that |
know has a comment associated with it that has the word helpdesk in it, | can search for that word to find
that call record.

Searching call records
1. Click the Recorded Calls tab.

2. Select arecorded call file and click on
the
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3. Enter the appropriate information:

¢ Comment

4. Click Save.

5. Click Close to close the Comments
dialog box.

6. Type a keyword in the Search field.
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7. Click the (Search) button.

8. Click on the button.
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Time Zones

The call recording application has 85 standard preloaded time zones. Time zones can be applied to the
Recorded Calls and Calls in Progress screens. Time zones will also work in conjunction with date and
time filters when applied to the Recorded Calls screen.

Changing time zones

1. Click the Recorded Calls tab.

2. Click on the Change link located next to
the current Time Zone and select the
appropriate option:

e Time Zone
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3. Click Save. Notice that the time and date
(if applicable) change on the Recorded
Calls screen.

4. Click on the Change link located next to
the current Time Zone and select the
new option:

* Time Zone

5. Click Save. Notice that the time and date
(if applicable) change on the Recorded
Calls screen.
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6. Click on the Change link located next to
the current Time Zone and select the
new option:

e Time Zone —

7. Click Save. Notice that the time and date
(if applicable) change on the Recorded
Calls screen.
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FTP

Tenants can be allowed access to their recorded call files via FTP. When a Wholesaler, Service Provider,
or VAR adds a new Tenant there is an option to give them FTP access from the Profile Information
screen.

Selecting the FTP Access option box will allow the Tenant to FTP into the system to download any audio
files that belong to any User’s that they have created. For example: when creating a Tenant in the
Administrative Interface, a Storage Path and Storage Limit can be selected in relation to recorded calls.
Recorded calls are saved to the identified Storage Path for the identified number of days or gigabytes.
Once you reach your allocated Storage Limit, the recorded calls will be automatically deleted by the
application in order of oldest to newest recorded call. The application notifies you three days prior to when
the deletion process will occur. This gives you the opportunity to download, via FTP, the recorded calls to
be deleted to a permanent directory at your location. Downloaded recorded calls contain all call tags (with
the exception of comments) and can be viewed or played back just as easily as calls in the application.

Downloading recorded files using FTP

Note: The call recorder’'s FTP service must be the only FTP service on the host server in order for it to
work correctly.

1. Open an Internet session using an IE or
Firefox browser and enter the FTP URL
or open a command prompt dialog.

For the purposes of this use case, we will
use the command prompt dialog.

2. Log onto the server that houses the call
recording application or where your call
records are stored.
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3. Go to the directory that contains the calls
that you wish to download or delete.

130



Appendix A — Supported Media Player Features

You must have a media player installed to listen to a recorded call. However, it is important to note that

not all media players will support all features of the call recorder. Below is a list of the most common

media players and their supported features.

QuickTime

Note: C ontent that is protected with Windows Media digital rights management (DRM) is not supported.

Supported File Formats

3DMF (Mac OS 9 & Windows)
3GPP

3GPP2

AlIFF

AMC

AMR

Animated GIF

AU

Audio CD Data (Mac OS 9)
AVI

BMP

CAF (Mac OS X)

Cubic VR

DLS

DV

FLC

GIF

GSM

JPEG/JFIF

Karaoke

MacPaint

MIDI

MPEG-1

MP3 (MPEG-1, Layer 3)
M3U (MP3 Playlist files)
MPEG-2**

MPEG-4

MQV

M4A, M4B, M4P (iTunes 4 audio), M4V (iTunes video)
PDF (Mac OS X)
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Photoshop*
PICS

PICT

PLS

PNG

Quartz Composer Composition (Mac OS X)

QCP (Mac OS 9 & Windows)
QuickTime Image File
QuickTime Movie

SD2 (Mac OS 9 & Windows)
SDP

SDV

SF2 (SoundFont 2)

SGl

SMIL

Targa

Text

TIFF*

TIFF Fax

VDU (Sony Video Disk Unit)
Virtual Reality (VR)

Wave

Supported Audio Codes

Windows Media Audio 9

Windows Media Audio 9 Professional
Windows Media Audio 9 Lossless
ISO MPEG Layer 3 (MP3)

Microsoft G.726

Microsoft IMA ADPCM

Microsoft G.711 aLaw

Microsoft G.711 uLaw

Microsoft ADPCM

Supported Video Codecs

Windows Media Video 9

Windows Media Video 9 Advanced (VC-1)

Windows Media Video 8
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Windows Media Video 7

ISO MPEG-4, versions 1.0 and 1.1
Microsoft MPEG-4, versions 2 and 3
Microsoft Motion JPEG

Network Protocols

MMS Real-Time Streaming Protocol (RTSP)
MMS HTTP

HTTP

FTP

SSL Playback

133



Windows Media Player
Supported File Types
Windows Media Player is able to utilize a digital rights management service in the form of Windows Media

DRM.

.wmv
.wma
.asf

wpl

Supported Features

Playback of audio, video and pictures, along with fast forward, reverse, seek and time
compression and dilation.

Supports local playback, streaming playback and progressive downloads.
Support for any media codec and container format using specific DirectShow filters.

Full media management, via the integrated media library, which offers cataloging and searching
of media.

Version 11 introduced improved support for DirectX accelerated decoding of WMV video (DXVA
decoding)

Includes intrinsic support for Windows Media codecs which support multichannel audio at up to
24-bit 192 kHz resolution.

Can play files in WMA, WAV or MP3 media formats. However, it will not play MP3 files that
contain compressed ID3 headers ("tags"); trying to do so results in a "The input media file is
invalid" error message.

Supports subtitles and closed-captioning, if present in the media.

Provides an embeddable ActiveX control for Internet Explorer so that developers can play
Windows Media on web pages.

A fully featured tag editor was featured in versions 8-11 of WMP, called the Advanced Tag Editor.
However, the feature was not present in the latest preview version of Windows Media Player 12.

SSL playback
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iTunes

iTunes was created by Apple and is essentially a front end portal to using QuickTime. iTunes works as a
digital media library and allows you to manage multiple media files from one location.

Note: There is a setting in iTunes that will cut off the last two seconds of your recording. If you are having
this problem, check your iTunes settings first and then contact the help desk.

Supported File Types
See Appendix A - QuickTime

Supported Audio Codes
See Appendix A - QuickTime

Supported Video Codecs
See Appendix A - QuickTime

File Formats
See Appendix A - QuickTime

Network Protocols
See Appendix A - QuickTime
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Winamp

Winamp is a media player developed by NullSoft. It can be downloaded as freeware or shareware.

Playback formats

MP3

MIDI

MOD

MPEG-1 audio layers 1 and 2
AAC

M4A

FLAC

WAV

Windows Media Audio

Supported Features

Playback of Ogg Vorbis

Gapless playback for MP3 and AAC

Replay Gain for volume leveling across tracks

Playback of Windows Media Video and Nullsoft Streaming Video

5.1 surround sound where formats and decoders allow

Supports full Unicode filenames and Unicode metadata for media files

SSL playback
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